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flporpaurMa ro creqr{aJruHofr Ancu,rrrrrr e no rcaeeApe BI4T

l. TeoperuuecKrre ocHoBbl rauQopnaaulroHHbrx rexso.nornfi v unQopnlaquossofi
6esonacHocrr{

Ocnonuofi KoHTeKcr raHsopuaquouuofi 6esonacuoc'rr4: rroHf,Tr4e, coAepxaHr4e,
Mecro uuQoplraquouuofr 6esonacHocrl4 B conperueHnofi cr{creMe Harlr4oHaJrruofr
6esoracHocrl4 PO. OcHosHrIe rroHf,Tr{q 6esonacHocrr4 znsoplraqzu: [eper{eHb,
cyrrlHocrb, xracc uQ uKa\r4fl .

conpeueunrre KoHrlelrlr{ra co3AaHu.tt cncreM 3aIIII4TII
unQoprraarllroHHbrx ct4 creMax a ACy.

nuQopuaqna B

OcHoert cvcreMHoro rloAxo4a r o6ecrleqeHr{ro uu$opuaqrzouuofi 6esonacHocrt{ B
opfaHr43arlur{.

2. OpraHlrrauIroHHoe u rrpaBoBoe o6ecneqeur.re uuQopMaulroHHofi 6eso,,acHocr,
2.r. o6utaq xapaKTepLrcrvKa cl4creMbr 3aKoHoAareJrbHoro Lr HopMarprBHoro

perynl4poBaHnfl rzuQoprraaqzoHuofi 6egonacuocrlr B PO. O6ruar xapaKrep vcrw1a v
rloJlHoMor{uq (perynrTopoB)) s o6racru ZB. llonnoMoql4{ 14 AeqrerbHocrb @e4epanrnofi
cnyx6u rro rexHr4qecKoMy t4 oKcnoprHoMy KoHrponrc (ocTgK) poccrara

2.2 AruyanbHble Bolpocbl 3aKoHoAareJrrHoro r4 HopMarlrBHoro peryJrr{po Bag7fl
3auII4TbI orAeJIbHbIx BrrAoB HHSoprrrar\krLr 14 o6pa6aruBaroul7x ee cr4creM. O6ecneqeHae
rlepcoHanbHblx AaHHbIx: coBpeMeHHbIe ac[exrrr upo6JreMbl, yfpo3br r4 Bbr3oBbr.

3aulzra o6reKros Kpllruqecxofr un$opMarlrroHHofi rarrQpacrpyKryprr (KI,IZ) pO
(*ra [pl4Mepe o6rertos eueprerraxu). Czcrenaa 3aKoHoAa'reJrbHbrx v HopMar[BHbrx
r:pe6onauzfi rlo 3aIrII4re KLIV. focy4apcrBeHHa.s cr4creMa o6irapyxeuar,
npeAynpexAeHl'L W nuKBr4I.ar\rLu nocle4crnzfi KoMrrbrorepHbrx araK (focco[KA):
opraHpl3alll4fl, crpyKTypa, TexHllr{ecrcoe o6ecneqe}Il4e I4 [oprAoK 3Kcnnyarar\kru ct4creMr,r.

3aulura rocyAapcrBeHHr,Ix zaQopnaarlr4oHHbrx cucreM (fI4C) P<D: uopnaaruBHoe
perynllpoBaHl4e o6ecne'reHuq 6eso[acHocrl4 fI4C, KoMnJreKc'rpe6onauufi 1o 3arqhre
un$oprr,rarlr4r4 B fI4C.

3axouo4arenbHoe
KoMMepqecxofr rafinrr s
opfaHr43arIlrr4.

14 HOpMarr,rBHoe perynr4poBaHr,re o6ecneqeuu_s 6esoracHocrl4
Po. rlonflTvre pexr4Ma KoMMepqecxofi rafisu 14 nopqAoK er.o

2.3. HopuarzBHoe perynupoBaHr4e MeHeAxMeHTa
6esouacnocrr4

arr$opuaquouuofi

Cprcreua craHAapros |OCT P I4COIMSK 27000: cocrae, nepeqeHb, ocHoBHbre
rIoJIoxeHI4, MeHeAxMeHTa ranQopuaquounofi 6esonacHocrr4. Kourercr MeHeAxMeHTa
ZB. llocrpoeHl4e CMI4B Ha ocHoBe HopM I,I npaBlrn. Cn.ssr 14 opraHr.r3a|1[,fl coBMecrrroro
lIcrIoJIb3oBaHVfl ilnfl y[paBneHl4, aH$oprr,raqzounofi 6esolacHocr[,ro HopM kt [paBr4Jr
MeHeAxMeHTa I4B u MeHeAxMeHTa KarrecrBa

JIHqenszpoBaHI'Ie 14 ceprw $ux a\vfl cpeAcrB v cr4creM r.tr$opuaquouuoft
6esonacuocrl4. Cucreua nI4IIeH3upoBaHru ra ceprnQ vKar\uu s PO s o6racrr{ 3alurrrbr
v nQoprr,raqzu. IIpaBoBas ocHoBa cr4creMbr.



JlnqeusupoBaHl4e AeqrerbHocrr4 rro 3arrrkrre rEuQopuaqnu: [pr4Hrrr4nbr;
yrIonHoMorIeHHbIe opraHbl; nocneloBareJrbHocrb geficreuit opraHr43arra7 ilpr4
n r4 rI e H3 lrp o B aHr4 r4 Aef, Tenb H o crrr rr o 3 arrlr4Te ran Q oprr,r a\vv.

CeprraSuKalll{f, cpeAcrB 3arIII,IrbI rausopura\uv: trpr4Hrlr4rbr; nop.sAoK npoBeAeHr4f,
ceprzSrara\r4u; oco6euuocrl4 ceprl4Quxaquu cpeAcrB KprrnrorpaQu.recxofi sarqurrr.

YnpaueHve pI4cKaMI4 raHQopuaqzouuofi 6esonacuocrr4 yt HenpepbrBHocrr,
6usHeca. flpoqecc MeHeAxMeHTa pl4cKa ulnQopuaqraouuofi 6esouacHocrr4 r{a ocHoBe
|OCT P I4COIM3K 27005:2010. O6qar xapaKrepvarvta BrzAoB AenrenbHocrt4,
cBr3aHHbIx c MeHeAxMeHToM pl4cKa WB:. ywaHoBJreHue KoHTeKcra; oueHKa; o6pa6orxa;
IIppIHrrLIe; KoMMyHHKaUI4q; MoHLITopI4Hr LI [epeolleHKa. Acnexrrr I4B B paMKax
MeHeAXMeHTa Henpep brBHocrtr Aefl TenbH ocrr,r opf aHa3arlr4r{.

O6ecueqeHrae uHQopMaIII4oHnofi 6egonacHocrr4 Ha ocHoBe (<rtyqurltx [paKTprK)).

3. llporpanaMHoe v rporpaMMHo-arraparHoe o6ecneqenue nueopnaaquoHuoii
6esonacHocrrr

3. 1 . CzcreMarkr3aur4-s [pofpaMM rrbrx 14 rrporpaMMHo- alnap arHbrx cp eAcrB 3aulprrbr
Hrr(topuarlu u.

O6rqaq xapaKTepvc'ttrKa, cocraB, ocHoBHbre QyHxqzu u xapaKTepr4crkrKa
M exaHr43Mos 6esonacHo crr,r cpeAcrB r,I ct4 creM :

- ayreHTu$uxaqrau v aBropr43a\vu;
- 3arrlr4Tbr rauQopuaqr.ru or BpeAoHocHoro KoAa;

- o6ecne.r eHLtfl cereeofi 6esouacHocrr4,
- pe3 epBr.{poBaHr{, u pe3epBHoro Korru poBaHkrfl;
- KoHTpon, 3axluqeHHocrr4 znQoprraarlr4oHHbrx cprcreM;
- yrlpaBneuHq co6rrrLrflMhr vr krHr\hileHTaMr4 a zu$oprvrarllroHHbrx ct4creMax;
- Kp 14 rrro rp a$ra v e c x o fi a aulzru vr n $ op rrl arJLrr4.

3.2. AxryallbHble Borrpocbl vM[opro3aMerrleHrrq B [porpaMMHbrx 14 nporpaMMHo-
a[raparHblx apeAcrBax 3aqlzrbr zuQopvraqnz. Tpe6onanzr B o6lacru
I4Mrlopro3aMeIqeHI'Ir. Conpeuenuoe cocro{HkIe I4Mnopro3aMeuleHr,r, B o6lacra
rporpaMMHblx I4 rlporpaMMHo-a[[aparHblx C3VI, rpl,IMepbr. llyrv perxeHr4, npo6lerurr
I4Mrlopro3aMetIIeHHr. llepcneKTrrBbI pelxeHuq npo6lerrarr HMnopro3aMeuleHr,rq.

4. ApxurercTypa coepeueuuofi crrcreMbr o6ecne.reHr.rq uHeopnraquoHuoil
6esoracuocrlr (COI4BII) np"anpttflTufl (oprauusaqr.rr.r). Meroqrr co3Aarruq,
o pra H L3aIIHII r KoHTpoJrq I'r coBeprrr eHcrBo BaHI{fl COI{BfI.

- rIeJIr4, H€BHarreHpre u 3aqa.rz COITIBII;
- crpyKrypHafl, AeKoMno3r4t\vs COI,IBII. Bepruxa-rrbHa.s Lt ropr43oHrarbHafl

Ae KoMrro3 vt\Lrfl . llepeveur [oAclrcreM r4 oJreM e rrro B ;

- [oAcl4creMa opraHl43alll4oHHo-rrpaBoBofo o6ecneqeHu'_ COVIEII: eeprv]KaJfi,Hafl
lr fopr,r3oHTilrrbHar AeKoMIro3prr\krfl rroAcr4cTeMbr ;

- rroJII'ITI'Ixa I4E KaK I4HcrpyMeHT y[paBneHzx QynxqvoHr.rpoBaHr4eM [oAcrzcreMbr
opraHr43arlr4oHHo-npaBoBoro o6ecne.reuua ;



- [oAcacreMa KaApoBoro o6ecue.{eHIaq COI,IBII: cocraB, Ha3HaqeHile, o6ulaq
xapaKTepvctkrKa, [epeqeHb rpe6onanzfi K AonxHocrHbrM Jrr{rIaM, o6ecue.{zBarculr4M
rauQopl,rarluoHHyro 6esonacuocrb;

- AeKOMIO 3prrJkrq rroAcr{creMa KaApoBoro o6 ecue.reuur C OZEII;
- upo$eccl4oH€ulbHas 3rv Ka B o6racru o6ecneqeuzq zn$optraquoHuofi

6esouacHocrr4 npelnpzqrr,rf,: noHf,Tr4e, rleJrb, rrepeqeHb HopM;
- rloAcl4crerraa SuuaHcoBo-sKoHoMr4r{ecKoro o6ecueqeruur- COLIB|I. Bepu4KaJrbHas

14 f op [1 3 o HT€Lrr b H af, A e Ko M rr o 3 Lr\vtfl n oA c t4 cTe M br ;
- QzHaucoBo-gKoHoMzqecKoe o6ocnoBaHr4e COI,IEII Ha ocHoBe 3KoHoMr4qecKHx

uo4elefr oueHKII conoxyuuofr crol{Mocr}r BnaAeHr4s 14 Bo3Bpara Hnnecrzqzfi B
zu$pacrpyKrypy npeAnpu.srrz.s. MareMarr.rqecKa-rr rrHTepnperarlr4r uo4elefi;

- rIoAcI'IcreMa vHxeHepHo-TexHar{ecKoro o6ecneqenus COI{EII. Ha:Hauenze,
rroHrrve u o6qas xapaKTephcrvKa;

- Beprl4KilrbHafl V fopl43oHTArrbHafl AeKoMno3r4ukrfl rroAcr4creMbr r.rHxeHepHo-
rexHr{qe cKoro o6 ecne.re uut COI4Bll;

- KoMnneKc cpeAcTB LIHxeHepHo-TexHlI.IecKofr 3aqr4Tbr reppraroprafr u
[oMelqeHzfr: uepeveHb, Ha3HarreHr4e, cocraB, xnaccu$raKaur4f, 14 Kparr(a, xapaKTepr4crvKa;

- KoMnJIeKc cpeAcrB o6uapyxeHr4fl 14 3aqr4Tbr rexr{r4r{ecKr{x KaHuuroB yreqKr4
ranSoprvraqulz: Ha3HarreHlte, cocraB, xracczQuKarlu, rr KparKar xapa6TepvctvKa;

- noAcrrcreMa rlporpaMMHo-arlaparHoro o6ecnerreHr{, COI4EIL BepruxanbHar u
f opH3oHTatrbHafl AeKoMno3 LilJLrfl rroAcprcTeMbr ;

- KoMTIJIeKc cpeAcTB nporparvtvfirofi v [porpaMMHo-alnaparuofi 3aqr4Tr,r
uuSoprr,raqLrr4: Ha3HaqeHr{e, cocraB, rraccuQzKat\r4s,, KparKaq xapaKTept4cruKa;

- rloAcrtcreMa ayl.]/rTa nu$opuaqzonuofi 6esouacuoc'rr4 npeAnpvrruq: [oH flTt4e)
IreJrb, rpe6onaru, pyKoBoAf,urt4x AoKyMeHTOB K Opfa1:[I3a\vH ay}krra;

- BeprvKallbHa, u ropll3oHTarrbHafl AeKOMrrO3klrLr4fl rroAcr4creMbr ayAIlTa
u u S op rr,r aqu o u u o fi 6 es o n ac Ho c rr{ tp e A\pkrflT pts;

- Br4Abr, 3aI,a.{Lr, [ocneAoBareJrbHocrb Lr oco6eunocru
u n Q opvraquouuofi 6 esonacHocrr{ lpeArrpr{rrr.rr.

5. CoepeueII II ble tl po6rt emsr Hrr Soprvrarlu orr uoii 6e:o lracrrocln
5.1' BesoracHocrb r<z6ep$u3l4r{ecKr4x crzcreM (KOC). Oco6enuocrr4 yrpo3 Lt

y{3Bl4Mocrefi KOC u vx KoMrroHeHton, oco6eHHocrr{ 3arrrr4r.br K@C or BpeAoHocHoro
[porpaMMHoro o6ecneueuul, MeroAbI BbrrBJreHta, BpeAoHocHbrx Bo3MoxHocrefi B

QynxrlzoHzlllbHblx MexaHLI3Max K@C. Mero4rr 3aur,rrbr KOC or ueneHarrpaBneHHbrx araK.

5'2. KsaHroBble rexHoJlorvrvB crncreMax 3arqr,rrbr znQoprraaqrzz. llpeo6pa:onaune
14 trepeAarla unQoprraa\uv B KBaHToBbIx cucrenaax. KeaHToBa.q Kpr4nrorp aSwra xsaHrosrrfi
KpLr rrroaH€urr43 : rreponeKT vBr,t kr upo6nelGr. KsaHroBa.rr f oHKa.

5'3' Texuoloruu pacnpeAeneHHoro peecrpa v cMapr-KoHrpaKrbr B ct4creMax
3arII{rbI uH0opuaqraz. Texnonoru.s 6nox.IefrH. Ceru pacnpeAeJreHHbrx peecrpoB,
xnaccuSzKar\vL ornruqtrfl. Ilopx4ox Aocrr4xeHr4q KoHceccyca. flepinerrunrr
npaKTLIqecKoro vcnoJlb3oBaHnfl r:exHororzfi B perxeHr4l4 3aAaq uuQopuaquouuofi
6esonacHocrl4: cMapr-KoHTpaKTbr, o6ecue.IeHue AoBepHq h 6esonacHocrr,r.
IlpezrvryutecrBa r,r HeAocrarKlr rexuolornfi .

npoBeAeHr4, ay1].uTa



5.4. OqeHxa 6esouacHocrrl IauQopuarlproHHbrx rexHoJrorui.r.tlpol.rreMa vKpvrepukl
oueHKu 6esolacHocr14 rau$oprraaur4oHHbrx rexuororufr. Mex4yuapo4Hrrfiuqt,rll(tl utrruuauH(Jv LA l4Hq)opMaqr4oHHbIx TexHoJIofI,IV. vreXAyHapoAHbII4 OIIbIT
pa:pa6orxz <O6rqtlx KpLITepaeB) oIIeHKr.r 6esonacHocrunHQopuaur4oHHbrx rexuolorzfi.
Cucrerraa craHlapros |OCT P I4COIMOK 15408 14 roAAepxuBarourux Ltx AoKyMeHroB.
floHsrlae v uepapxvfl QyurqnoHiurbHbrx KoMrroHeHToB 6esouacHocrlr. lloHqrrae kr

r4epapxkrfl Synxqr.roHilJlbHblx KoMrroHeHToB AoBepuq r 6eso[acHocrn. lllxala AoBepr4, K

6esonacHocrll nuQoplaalll4oHHbrx rexnororzfi. lloHsuae v coAepxaHae orleHor{Horo
ypoBH, AoBepLI{ K 6esonacHocrl4. llpaxruvecKoe rpr,rMeHeHr,re roAxoAa <O6utux
KplrrepueB)) K orIeHXe 6egonacHocrlr uuSoprr,rauvoHHbrx'rexuolorufi .

5.5' Oqeuxa 3aurzqeHHocrl4 u sQsexrrznHocrt4 r,rHQopvraur4oHHbrx cr4creM.
Oprauusaqur MoHI4ToplrHra v orIeHKr4 3aqr4uleHHocrr4: c6op uusopuaquz, aHaJy43)
oIIeHKa sHaqeHIafi, uuQoplavpoBaHze 3ar4HTepecoBaHHbrx cropoH. Oco6ennocrr4 pa6orsr c
pe3ynbraraMl{ MoHI,ITopI4Hra u aHaJrv3a 3aulr4rrleHHocrr{ c yqeroM xonQu4euur4€rrrbHocrr4
uu$opuaqun.

5.6. llpuueHeHl4e MeroAoB A TexHoJIorufiucrcyccrBeHHoro r4HTeJrJreKTa B cr4creMax
auQopvraquouuofi 6egonacHocrz. 06ecne.reHrae oneparLrBHocrr4 pearr4poB aHufl Ha
I'IHIII4AeHTTT LIB. llorraoult n BbIrroJIHeHLrkr py'tkrHHbrx [poqelyp o6pa6omra co6urufi
6esoracuocrl4. Ilpoqe4ypbl AereKrr,rpoBaHa, yfpo3, Koppen.sqvr4 u Marur,rHHoro o6yveuur
s SIEM, IDS/IPS- r4 Apyrt4x perxeHr4f,x.
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